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Introduction

StrongGuard Security UK LTD (“we”, “our” or “us”) is committed to protecting the privacy of and security of personal

information obtained during the recruitment process.

This Recruitment Privacy Notice explains how we collect, store and protect personal information relating to job
applicants and individuals who register to receive vacancy alerts. It also explains your rights under the UK General

Data Protection Regulation (“UK GDPR”) and the Data Protection Act 2018.
Data Controller

StrongGuard Security UK LTD
Initial Business Centre
Wilson Business Park
Manchester

M40 8WN

Data Protection Lead: Tony Bourke
Email: dpo@strongguardsecurityuk.co.uk

Scope
This Privacy Notice applies to:

¢ Individuals applying for employment with us

¢ Individuals who submit an application through our website

¢ Individuals who apply through third-party job advertising platforms, including Indeed and Jobcentre Plus
¢ Individuals who register to receive suitably matched job alerts and future vacancy notifications

Information We Collect

Depending upon the nature and stage of the recruitment process, we may collect and process the following
personal information:

Identity and Contact Information

e Name

e Home address

e Email address

e Telephone number

e Date of birth

e National Insurance number

e SlAlicence information and licence status

e Ten-year address history
Recruitment Information

¢ Employment history

¢ Unemployment history

¢ Self-employment history

e Education history

¢ Qualifications and certifications
e Professional licences


mailto:dpo@strongguardsecurityuk.co.uk

e Skills, experience and training

e CVsand cover letters

¢ Information contained within application forms
e Interview notes and assessment outcomes

Eligibility Information

¢ Information necessary to determine eligibility to work in the United Kingdom
e Verification of identity

¢ Information required to satisfy legal, regulatory or contractual requirements
Screening and Vetting Information

All positions advertised by us are subject to pre-employment screening in accordance with the British Standard BS
7858 (Security Screening of Individuals Employed in a Security Environment).

Depending upon the role, client requirements, site sensitivity, regulatory obligations or industry-specific
requirements, additional screening and verification checks may also be undertaken. The nature and extent of any
additional screening will be proportionate to the position applied for and the requirements applicable to the role.

Such checks may include:

« Verification of identity

e Verification of employment, unemployment, self-employment and education history

e Verification of address history

e Employment references

¢ Character references

« Verification of processional licences and qualifications

e Credit history information

e Sanctions screening

e Open source and publicly available information searches where relevant and proportionate
e Other lawful screening and verification activities considered necessary for the role

Such screening will generally only be undertaken where an applicant progresses sufficiently through the recruitment
process and additional checks are considered necessary.

Equal Opportunities Information
We may invite applicants to provide information relating to:

e Ethnic origin

e Disability status

e Religion or belief

e Sexual orientation

e  Other diversity monitoring information

Providing this information is entirely voluntary and will not influence recruitment decisions.
How We Collect Information

We may collect personal information directly from you through:

¢ Online application forms

e Job alertregistration forms
e Correspondence by email
e Telephone conversations

e Interviews

¢ Recruitment assessments



We may also obtain information from third parties, including:

Former employers and referees

Educational institutions and qualification providers

Screening and verification sources

Publicly available sources

Professional networking platforms

Other appropriate sources where relevant and proportionate to the recruitment process

Why We Process Your Information

We process personal information for the following purposes:

Assessing applications for employment

Managing recruitment activities

Communicating with applicants

Arranging interviews and assessments

Verifying information provided during the recruitment process
Conducting pre-employment screening and vetting
Confirming eligibility to work in the United Kingdom
Complying with legal and regulatory obligations
Responding to and defending legal claims
Improving recruitment processes

Providing job alerts and future vacancy notifications

Lawful Basis for Processing

We process personal information under one or more of the following lawful bases:

Contract

Processing is necessary to take steps at your request prior to entering into an employment contract.

Legal Obligation

Processing is necessary to comply with legal obligations, including employment and right to work requirements.

Legitimate Interests

Processing is necessary for our legitimate interests in:

Managing recruitment processes

Assessing suitability for employment

Protecting our clients, workforce and business interests

Maintaining safe and secure operations

Conducting appropriate pre-employment screening

Ensuring that individuals are suitable for the role for which they have applied
Maintaining recruitment records

Protecting the integrity and reputation of our business

Consent

Where you register for job alerts or agree to receive information regarding future employment opportunities, we rely

upon your consent. You may withdraw your consent at any time.

Special Category Data



Where we process special category personal data, such as information relating to health, disability, ethnicity,
religion or sexual orientation, we do so only were permitted by law and where an appropriate condition under the
Data Protection Act 2018 applied.

This may include:

e Monitoring equality and diversity
¢ Making reasonable adjustments during recruitment
¢ Meeting employment and regulatory obligations

Who We Share Information With

Your information may be shared internally with:

¢ Recruitment personnel

e Hiring managers

e Directors and senior management

e Personnel involved in interviewing and assessment
¢ Information technology personnel where necessary

We may also share information with third parties where necessary, including:

e Referees and former employers

e Qualification verification providers

e Screening and vetting sources

e Professional advisers

e Regulatory, governmental or law enforcement authorities where legally required

We do not sell personal information to third parties.
International Transfers

We do not routinely transfer personal information outside of the United Kingdom.

Where personal information is transferred outside of the United Kingdom, we will ensure that appropriate
safeguards are implemented in accordance with UK data protection legislation.

Data Security

We take appropriate technical and organisational measures to protect personal information against unauthorised
access, alteration, disclosure, loss or destruction.

These measures include:

e Access controls

e Secure storage systems

e Password protection

e Encryption where appropriate

e Staff training and confidentiality obligations
e Secure retention and disposal procedures

Retention of Information

Unsuccessful Applicants

Where your application is unsuccessful, we will retain your recruitment records for up to 12 months following the
conclusion of the recruitment process.

This enables us to:

e Respond to enquiries



e Deal with complaints
e Defend legal claims
e Review recruitment decision where appropriate

Any screening and vetting information obtained during the recruitment process will be retained only for as long as
necessary to fulfil the purposes for which It was collected and in the case of unsuccessful applicants, will normally
be deleted together with the recruitment record after 12 months.

After this period, personal information will be securely deleted or anonymised.
Job Alert Registrations

Where you register to receive suitably matched job alerts or future vacancy notifications, we will retain your
information for up to 12 months from the date of registration or your last interaction with us.

You may withdraw your consent or request deletion of your information at any time.
Successful Applicants

If your application is successful and you accept employment with us, your personal information will become part of
your employment record and will be processed in accordance with our Employee Privacy Notice.

Your Rights

Subject to applicable law, you have the right to:

¢ Request access to your personal information

e Request correction of inaccurate information

e Request deletion of personal information

e Request restriction of processing

e Object to processing based upon legitimate interests

e Request transfer of your personal information where applicable
¢ Withdraw consent where processing is based upon consent

e ledge a complaint with the Information Commissioner’s Office

Complaints

If you have concerns regarding how your personal information is processed, please contact our Data Protection
Lead in the firstinstance.

You also have the right to lodge a complaint with the Information Commissioner’s Office:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 BAF

Website: www.ico.org.uk
Requirement to Provide Information

You are under no statutory obligation to provide personal information during the recruitment process.

However, if you do not provide information necessary for us to assess your application, verify eligibility to work or
undertake the required screening activities, we may be unable to progress your application.

Automatic Decision- Making
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We do not make decisions based on automated processing.
All recruitment decisions involve appropriate human review and assessment.
Website Privacy

Information relating to your use of our website is governed separately by our Website Privacy Notice and Cookie
Policy.

Changes to this Privacy Notice

We may update this Privacy Notice from time to time to reflect changes in legal requirements, regulatory guidance
or recruitment practices.

The most current version will always be available on our website.



